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Whe Am I

Jake~
@CyberPunkJake
JAKE@LOWLIFE.TECH

+# Member of the ORG (@0penRightsGroup) supporter Council
+# Organiser for ORG Birmingham (@0OpenRightsBrum)

+# Co-Founder of @DC44121

+# Club 2077



First gp all

What do two titans of the surveillance industry, a bitcoin broker, a police
union, a national bank and a leading political party all have in common?




Ceamma Industries

“ﬂacéi/y is a fool

If's not Je//ity éacéin(g lools that makes Gamma evil. It's whe their cusfomers are fmyel'ify
and wifh what purpsse fhat makes them evil "

~Phineas Fisher

s FINFISHER"™



G.[ ~ Why?

UNITED KINGDOM

BANGLADE SH
INDIA

VIETNAM
MALAYSIA
[ QmaRn  UNfrEDARAB

 EMIRATES
INOONESIA

SINGAPORE AUSTRALIA

FINFISHER

YOU ONLY CLICK TWICE ]

MORGAN MARQUIS-BOIRE. BILL MARCZAK CLAUDIO GUARNIERI & JOHN SCOTT-RAILTON
SCOTTF N




G] - C%pfen 1 The C’Yulﬂlnanf Sife

“In the case j FinFisher what led me o fhe uu/nenaﬁ/ejnsuplﬂanﬁ/ﬁsém com was Jimp[q a whais /tméulﬂ ﬁﬁsﬁm com which
jmm/ it ngyisfenet/ lo fhe name.”
~Phineas Fisher

%\ FINFISHER"™



G] - C%,ﬁfen 9 Escalafion & Pivst

“ﬁn&uppﬂnf was running fhe lafest version gf Debian with ne local rest exp/nilfs’ i
~Phineas Fisher

FINFISHER"
EXCELLEN ICE IN
CYBER INVESTIGATION



I - ?)M/Iyue

The folder is a copy of what appeared to be a QA server with copies of
all their Finspy Mobile malware.

AAEREEEdfolder - Where customers downloaded their products after purchase.
Encrypted ZIPs and GPG files. Never been decrypted.

The MAMAAelellfolder is a copy of http://finsupport.finfisher.com/ dump of the database which
held all the information around customer support tickets.

\ FINFISHER"™
EXCELLENCE IN
CYBER INVESTIGATION


http://finsupport.finfisher.com/

GI '?)nﬂ/ﬂyue

Buhraini group, in suplnanf neqm’fs I%Ly aséjw ée/ﬂ sef/iry upa
websile fm;yef/iry aclivists in 14 Feb”

~Phineas Fisher

Intelligence-Security Agency of Bosnia and Herzegovina
SSNS - NBSZ Hungary secret service
Technical engineer for KLPD (dutch police)

PCS Security Pte Ltd

o

g FINFISHER"™




]{atéincq Jeam

"]'r'acéify Jeam had very liffle exlnasea’ fo the infernet For examﬂ/e, unlike Gamma Group, their cuslomer supﬂanf sife needed a client

certi iEﬂfB fﬂ Eﬂﬂ”ﬂ[ﬁlf

J4 mm'/ server, a L’ﬂlllﬂ/(! Mufem, fldﬂ /UP N Hlﬂlﬂ/l'ﬂﬂwé’, ﬂ”ﬂl a J;ﬂﬂlﬂj/llgl‘l'ly a,ﬂp/iam:e. i

~Phineas Fisher

|HackingTeam|



HT -z

HACKING TEAM RCS

Citizen Lab 2014

szak, Claudio Guamieri, M

21 SUSPECTED GOVERNMENT USERS
AMERICAS EUROPE MIDDLE EAST ASIA

Mexico Hungary Turkey  Oman Egypt  Nigeria Azerbaijan Thaiand
Colombia  Htaly Saudi Arabia  Ethiopia Sudan Kazakhstan South Korea
Panama Poland UAE M ki

Mat

CAUSE FOR CONCERN

AFRICA

&%(h“‘) fallin the bottom 3rd of a World
Bank ranking* of freedom of expression and accountaidity

[ P T—
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Hacking Team’s Public IP range:

inethum: 93.62.139.32 - 93.62.139.47

|HackingTeam|



"I had fhree zwlnfiﬂns "

A) 0day in Joomla?
B) Oday in postfix?

C) Oday in an embedded device?



"Ht/a(y in an embedded device seemed like the easiest zy)fiﬂn

ﬂﬂﬂl gﬁlﬂl‘ fwﬂ weeés gf ldﬂl‘é reverse Bﬂjiﬂﬂﬂl‘fﬂj.

I (yﬂf a remole root e«lﬂlﬂilf "
- Phineas Fisher



}{T - C’ﬁajnfen 9 lisfenify
“ Now inside their infernal network, I wanted lo fake a losk arsund and think about my nexl sfeyzs "

~Phineas Fisher
Remote Gontrol System

The hacking suite for governmental interception.

( 2)4 [ net

|HackingTeam|



]‘ﬁ— - Cﬁaﬂfen 4 lisfenify

L

“Their insecure ﬁm:éulw were lhe uu/nemﬁi/il} that lypynel/ their ] = a0k Ia o Te am [

doors.”

~Phineas Fisher

|HackingTeam|

2.3 SAN (Storage Area Network) primaria

La tabella seguente illustra le caratteristiche della SAM primaria (Equallogic PS4000).

Bqudlogic P S4000
Slat 16
MIC(s) 6
HD{s) 16x93151 GhSATA 7,200 rpm
19 2168 130103 (ECSI)
Indirizzi IP 192168 130104 (ECSI)
19216820012 (mgmt.|

2.4 SAN (Storage Area Network) di backup
La tabella seguente illustra le caratteristiche della SAN dibackup (Dell MD30001).

Diedl MD300

Slot

13

NIC(s)

a

HD(s)

Ex136.73Gb+5x31987 Gh5A5 15 rpm

Indir=i IP

192.168.130.201 (ECSI)

192 168 130,102 (BCSI)|

182168 100.10 [mgmt.)

192168 0.1 [mgmt.)
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&

|HackingTeam|



}{7— - C%qnfen 3 Jrom 6ac:€uﬂs lo domain admin

HACKINGTEAM BESAdmin
INGTEAM Administrator
INGTEAM c.pozzi Nl £ 1 gre admin

. MOMmen

INGTEAM i
INGTEAM a.scaraftile
wviscardi
1.mino
bettini
.lJppi
.gallucci
.milan
w.furlan
.romualdi

H
H
H
H
H
H
H
H
H
H
H
H
H
H

JAnvernizzi
! INGTEAM i
HACKINGTEAM

JHackingTeam|



}{7— - C%(gﬂfen 3 Jrom éacéups lo domain admin

Last modified

797.1M
716.5M
24K
55.9M
816.88
17.8K

aa:
aa:
a3:
aa:
aa:
a5:
Ba8:
Bd4:
a5:
Bd4:
aa:
21:
21:
21:
aa:
86
86
a3:
19:]
82:
a7:
a3:

23.6M

]

29.1M

=

]

15.2G

|HackingTeam



}{T - C%nfeﬂ 4 ﬂunﬁty d’(ysao’mins

“l searched the computers of Mauro Romeo and Christian Pozzi to see how they administer
the Sviluppo network”

Christian Pozzi - 3rd ~ Hacking Team _

IT SOLUTIONS DELIVERY / STRATEGIC PLANNING / || Universits degk Sl o Mauro Romeo - 3rd ~ HackingTemn
....... Mil -Bi

PROJECT MANAGEMENT B Senior Security Engineer presso HT S.r.l.

Milano, Lombardy, Italy - 500+ connections - Contact info Milan Area, Italy - 107 connections - Contact info

*Development Network

|HackingTeam|
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yi ﬁvuna’ fhe énia(’ye T needed.”
~Phineas Fisher

|HackingTeam|
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IME - 6%0,01‘91‘ 1 Hack Buck!

St File Edit View Search Terminal Help

hout prior mutual
all applicable

local, state and no liability and are not respon

Eilg chemaalonso@elladodelmal: ~ - 0 X

for any

15/05/16
15/05/16
15/05/16
15/05/16
15/05/16

269 15/05/16

266

misuse or

this program

36

271 1505/ 6 14Ne;1034 msiBodyLength: 1472 bytes “Total Length: 1857 bytes
272 15/05/16 23:48:... POST https://www.sme-mossos.cat/campus/inc/i... 200
274 15/05/16 23:48:... POST https://www.sme-mossos.cat/campus/inc/i... 200
275 15/05/16 23:48:.., POST https://www.sme-mossos.cat/campus/inc/i... 200
Alerts M0 1 W6 MO

OK
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OK
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ser: v
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3Js
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-ipt, Comment

“pt, Comment
fipt, Comment

Lo s G soript
1.48KB ¥ Medium Script
1.44KiB ¥ Medium Script
1.44 KiB & Medium Script v

Current Scans @0 €0 20 @0 ¥o 0 ¥o
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pels drets humans

SME

Compte de twitter del Sindicat de

Mossos d'Esquadra pels Drets Humans.

Aprenent dels errors, per refundar-nos

Q CATALUNYA
sme-mossos.cat
(') Joined March 2010

&) 317 Photos and videos

Com, oroena Teer

e ety b (e o =

vaornamses il Semees
==

TWEETS FOLLOWING FOLLOWERS LIKE

3,908 238 2,088 1,049

Tweets Tweets & replies Media
& SME Retwested

Anton Uro t
Tenim un problema si llegeixes un text i dius: "Per fi un comunicat

assenyat” i llavors t'adones de k és hack.
SME

El nostre web esta tenint problemes i esta caigut per maneniment. Podeu
veure el nostre comunicat aqui: archive.is/Z17tt

2 Follow

New to Twitter?

nu wlo gety own

You may also like - Betresh

. SPC - Mossos | PL
@ tonli castejon
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Kejava

“?zg'aua is gne j fhe most inspiring neun/ufianw;y Innyeclfy in the werld faa’a(y. ];/'usf donafed €10,000 in bilcoin”

-Phineas Fisher



Turkish troops/rebels ULLLIELE ) nliSh“

Kobane
@

SYRIA Deir ez-Zor ®

LEBANON Euphrates

® Damascus M

Areas of control
May 20th 2019

JORDAN Source: IHS Conflict Monitor

The Economist




73@] - Chapler 2 Rjava

9 January 2014

. The PYD officially announced its regional autonomy and formed
.the Constitution of Rojava.

. Dubbed the start of a social revolution in the area which promotes:

. A Cooperative economy

. Direct democracy

. Ethnic minority rights

. Restorative justice

. Women's rights

. Banning of child marriages and honour killings
. Religious freedom




7&%]wﬂ@%2%mm

Turkey strikes Kurdish city of Afrin northern Syria,
civilian casualties reported

% February 19, 2016 [ Kurdish Region, Syria with 1 Comment

Share this:

00:0-00=

R AR i A e

Turkish army troops at the Syrian border. File photo
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Transaction View information about a bitcoin transaction

dfcdaad08eds4a8794codef0

Dhb1mQKzn - 9 = )2agk TG
. y BTC

20406774 BTG
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AKP

“itwas a lotal shilshow and didn 'I‘acwmln/isé afyfﬁm(y, but the Iouﬁ/i& narrative g, what é(l/f/wneo’ is not corvect”

~Phineas Fisher



J4 K P - CZapfen 1 Wikileaks

On 19 July 2016, wikileaks released part | of leaked AKP emails, AKP is the ruling political party in
Turkey, the emails leaked date back to 2010

They then post part Il in 5 August 2016
The leaks are from the party’s TLD

Turkey blocked Wikileaks in return.

N
—— o
' 4 Q
——

—
AK PARTI



J4 K p - CZapfen 1 Wikileaks

“.... attempted to seize control of several key places in Ankara, Istanbul, and elsewhere,

but failed to do so after forces loyal to the state defeated them. The Council cited an erosion
of secularism, elimination of democratic rule, disregard for human rights, and Turkey’s

loss of credibility in the international arena as reasons for the coup.”

Taken from Wikipedia ~
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“[think the Msm;/usf arresled some peap/e fhat retweeled fhe
link 1o their Jﬂem’nna/ itifo”

~Phineas Fisher
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NTERNET ARCHIVE http: bitcoingiftcard.org/ G a @ 0
WauBachMmacning B0 O

thhL J « 2016 2017 2018 ¥ Aboul this caplure

1. Verify Your ID i 3. Shipping Address 4. Make a Payment Your Gift Cards

Welcome to the home of the Bitcoin gift card.

Our brand new bitcoin gift card is a simple and secure way to buy bitcoins, delivered to

you through the mail. Each of our cards is the size of a business card and comes with a

secure private key written on the back. To get your bitcoins, scratch off your gift card

and then enter its key online at our website. If you already have a bitcoin wallet, you can

enter your bitcoin address and withdraw your bitcoins immediately. Or, you can choose

to use the physical gift card as your bitcoin wallet. Our cards come in $5, $20, $50,

$100 and $500 gift card amounts. ‘ i g

When you scratch off and redeem a gift card, it will be automatically converted into Bitcoins at the current hange rate. The exchange rate that you get
will be whatever is currently listed on | a trusted and low-priced Bitcoin exchange. Our bitcoin giftcards are designed for resale; they can easily be

given away to friends or sold in physical locations such as convenience stores.

You can pay for your Bitcoins through Paypal. Our gift cards ship to the United States and Canada within a few days.




“..the company was more worried about selling
spyware than keeping away hackers”

“If it wasn't for that system [Phineas Fisher]
would have never arrived at the internal
dev network”

Former Hacking Team employees



“The company didn’t want too much security otherwise it
would hinder the speed of software development’

“No one was assigned to the task of updating software’

Daniele Milan
(former chief operations
manager)



- Claimed former employees were “infidels” and “traitors”

- Staff that left plotted to destroy the company and the breach was
one of those plots.

David Vincenzetti CEO



Facts:

- Refused to upgrade his VPN software, forcing the IT workers at
Hacking Team to keep older, legacy service running

- Started a witch hunt which ruined former employees and got
caught trying to frame one of his staff members

David Vincenzetti CEO



Aftermath -Hucky To

“lol what's that even mean”

- Phineas Fisher
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How the Original
Hacking Supergroup Might
Just Save the World

> JOSEPH MENN
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companies whose leaks I would love to pay for are:

- the mining, logging and livestock companies that plunder our beautiful Latin America (and kill
land and territory defenders trying to stop them)

- companies involved in attacks on Rojava such as Baykar Makina or Havelsan

- surveillance companies such as the NSO group
- war criminals and birds of prey such as Blackwater and Halliburton

- private penitentiary companies such as GeoGroup and CoreCivic / CCA, and corporate lobbyists
such as ALEC
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Milico - $10,000 - First bounty to be paid
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inspiring




Jhank (ym//

@CyberPunkJake
JAKE@LOWLIFE.TECH
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